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1.1 Document purpose

This document is produced as part of the evaluation of the HAProxy software in version 3.2.5,
an open source software maintained by Willy Tarreau, HAProxy Technologies and the open
source community. It constitutes of a public version of the Technical Audit Report (TAR)
presenting the result of the evaluation work conducted by the ITSEF.

This audit has been funded by French cybersecurity agency (ANSSI) as part of its efforts to
support the security assessment of open-source software (more info at
https://cyber.gouv.fr/open-source-lanssi). This audit was aimed at evaluating the security level
of HAProxy, focusing on code source analysis, fuzzing and dynamic penetration testing
(configuration handling, authentication and ACL, network parsing and configuration handling).

This document is based on the internal technical audit report produced following this audit and
share with ANSSI and HAProxy team. This report is a synthetized version of the initial report,
and is subject to technical and quality control by . Updates to this document are made
by the project team.

1.2 Technical report identification

Table 1 - TAR Identification

Evaluation project name RglA\dge>4Y

Document reference PUBLIC-TAR-HAProxy-1.00
Based on TAR-HAProxy-1.00

Audit dates From 2025/10/07 to 2025/12/02
Workload 60 man.days

1.3 Glossary

Table 2 - Glossary

Acronym Definition

ANSSI  Agence Nationale de la Sécurité des Systemes d’Information
ITSEF Information Technology Security Evaluation Facility

DoS Denial of Service

TOE Target Of Evaluation
RELRO Relocation Read-Only

GOT Global Offset Table

NX No eXecute

PIE Position-Independent Executable
CA Certificate Authority

DAC Discretionary Access Control

ECDSA Elliptic Curve Digital Signature Algorithm
LRU Least Recently Used
TLS Transport Layer Security
RSA Rivest, Shamir, Adleman

XXH32 | XXHash-32-bit

_PUBLIC-TAR-HAProxy-1.00 _ P. 5/26


https://cyber.gouv.fr/open-source-lanssi

1.4 Layout

In the following document, results are presented using the following styles.

Technical fact: a bad practice, a minor flaw or a lack of defense in depth that does not lead
to an attack. The style of a technical fact is as follows.

TF. X. [FSn] Technical fact title

Technical fact description.

Non-compliance: a non-compliance in the behavior of the TOE regarding the documentation,
the specifications of the TOE or the state of the art. The style of a non-compliance is as follows.

NC. X. [FSn] Non-compliance title
Non-compliance description.

Vulnerability: a flaw leading to an attack. The style of a vulnerability is as follows.

VUL. X. [FSn] Vulnerability title
Vulnerability description.

Each vulnerability is analyzed in order to estimate its impact in comparison with the TOE use
context. Following such an analysis, a vulnerability can be classified in different ways:

Exploited:
= The evaluator successfully exploited the vulnerability during the time allotted to the
evaluation;
Exploitable:
= The evaluator did not succeed in implementing the vulnerability during the time allotted
to the evaluation, but considers that it is possible to implement it;
Non-exploitable:
= The vulnerability exists and is exploitable, but it cannot be implemented according to
the TOE use context, especially due to assumptions of the security target;
Residual:
= The vulnerability exists and is exploitable, but it requires an attacker level too high in
order to be implemented.

Recommendation: a suggestion for the configuration of the TOE or its usage for a secure. The
style of a recommendation is as follows.

REC. X. [People/Group concerned by the recommendation] Recommendation title
Recommendation description
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The audit was performed on HAProxy, version 3.2.5, installed from the Debian official package.

Table 3 - Identification of the evaluated product

Editor Willy Tarreau
Product name HAProxy
Version number 3.2.5

The version of HAProxy can be identified in different ways, using the executable or HAProxy
master socket.

# haproxy -v
HAProxy version 3.2.5-1~bpol3+1 2025/09/26 - https://haproxy.org/
Status : long-term suported branch - will stop receiving fixes around Q2 2030.

[...]

# socat /run/haproxy-master.sock stdio
show version

3.2.5-1~bpo13+1

It was identified that, by default, the stats page displayed by HAProxy (if defined in the
configuration file), displays the exact version of the product.

5 @ Statistics Report for HAP = +

« = C @ O A& haprox ok

OffSec @ KaliLinux @ KaliTools @ Kali Docs @ Kali Forums @ Kali NetHunter @3 Exploit-DB @) Google Hacking DB

Display option: External resources:

[ 1]

ng up

Queue Session rate Sessions Bytes Denied Emors. ‘Warnings Server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last In Out Reg Resp Req Conn Resp Retr Redis Status LastChk Wght Act Bek Chk Dwn Dwntme Thitlg
[} ol o

Frontend 1 1 -1 5| 1000 7 2444 OPEN
fe_default
Queue Session rate Sessions Bytes Denied Ermors Warnings Server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last q Resp Req Conn Resp Retr Redis Status LastChk Wght Act Bck Chk Dwn Dwntme Thrtl
nd ol 1 - 0| 4 2 1 0 ol o0 OPEN

be_default
Queue Session rate Sessions Bytes Denied Errors Warnings Server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last In Out Req Resp Req Conn Resp Reir Redis Status LastChk Wght Act Bck Chk Dwn Dwntme Thrild
d 1} [1] a 1 a 1 1 1 0 ?| 8 o a a o a 0 23m UP oo |0 |0 a

rvice_80
Queue Session rate Sessions Bytes  Denied Errors Warnings Server
Cur Max Limit Cur Max Limit Cur Max Limit Total LbTot Last In Out Req Resp Req Conn Resp Retr Redis Status LastChk Wght Act Beck Chk Dwn Dwntme

Frontend 0 0 -l o 0| 10000 [1] of 0 0 ) [ OPEN

Figure 1 — HAProxy branch version displayed in the stats frontend (option hide-version)

REC. 1. [Developer] Do not report the version by default on the stats page

By default, the exact product version is reported on the stats page. Even though the
documentation recommends to hide it using the hide-version option for public sites or weak
login/password configurations, disabling it by default would reduce the risks of revealing
unwanted information that could lead to specific version attacks.
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3.1 Audit platform

The following platform has been setup and used for the analysis.

L B

== ri———"\

Client 1 Client 2
192.168.129.50 192.168.129.200

Kali 2025 Kali 2025

S

TCP 20/203[0-4)/8404

1.

rd———i3

HAProxy server
192.168.129.100/24

\ Debian 13 /

L £ T A

TCP 308[0-4]
Nginx server 1 Nginx server 2 Nginx server 3 MNginx server 4
192.168.129.101/24 192.168.129.102/24 192.168.129.103/24 192.168.129.104/24
Debian 13 Debian 13 Debian 13 Debian 13

Figure 2 - Evaluation platform
The platform is composed of the following virtual machines:

HAProxy server: Debian 13 Trixie (kernel version 6.12.48+deb13-amd64);
4 Nginx servers: Debian 13 Trixie (kernel version 6.12.48+deb13-amd64);
2 clients: Kali Linux Release 2025.2 (kernel version 6.12.25-adm64).

The ANSSI provided the ITSEF with a website link! to retrieve the installation commands. This
procedure was used to install HAProxy on the audit platform.

3.2 Ease of use

The installation is straight forward and takes a few minutes. Writing the configuration file is
however longer and requires a good understanding of HAProxy’'s features. The official
documentation? is considered very complete and clear in this regard by the evaluators.

1 https://haproxy.debian.net/#distribution=Debian&release=trixie&version=3.2
2 https://docs.haproxy.org/3.2/configuration.html
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Despite the scale and all features the product offers, it is as simple as possible to use. It is just
a binary with a configuration file that is very well documented. A documentation?3 to help write
the configuration file is available online (note that it is not the official documentation).

3.3 Expert judgment

The installation is simple and well documented. The evaluators did not face any issue during
this part of the analysis. It is recommended to follow security considerations discussed in the
official documentation.

3 https://www.haproxy.com/documentation/haproxy-configuration-manual/latest/
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The audit team analyzed the choices made by the developer for the design and development
of HAProxy.

4.1 Documentation

The documentation is accessible online at https://docs.haproxy.org. Each main version has a
specific documentation divided in 3 parts:

Starter guide,
Configuration manual,
Management guide.

The documentation is deemed clear and complete by the evaluators.

4.2 Impact of HAProxy on its host

Then, the impact of HAProxy on its host system after installation and during execution has been
analyzed.

HAProxy creates a user/group named haproxy/haproxy, that cannot login which is a good
practice for a service user. The user is also not privileged.

During the installation with the Debian package, files and folders are created on the system.
Although they are all owned by root, some of them are readable by everyone.

REC. 2. [Debian packager] Remove unnecessary rights

Several files related to HAProxy have unnecessary read rights for everyone. This includes the
configuration file (/etc/haproxy/haproxy.cfg), log rotation policy (/etc/logrotate.d/haproxy),
and the syslog ©policy (/etc/rsyslog.d/49-haproxy.conf) and the service file
(/usr/lib/system/system/haproxy.service).

The HAProxy executable /usr/sbin/haproxy can be executed by every user on the system.
Only root and the dedicated user (haproxy) need rights to those files.

The authentication cleartext password (if defined) in thus readable in the configuration file.

When running in master/worker mode, a father process (master) runs as root and a child
process (worker) runs under the user specified in the configuration file (haproxy). Each process’s
activity has been analyzed using strace.

The master process only performs calls to clock_gettime and epoll wait system calls. If a
SIGALRM signal is received, the timer_settime is also executed.

The worker process makes HTTP requests to the backends specified in the configuration file to
check their status. Each port is tested using the socket, setsockopt, connect, recvform and
sendto system calls.

The evaluators did not identify any access to files on the system. When requests are made to
the reverse proxy, the worker does all the work and handles them.

Both processes do not have stdin, stdout and stderr (respectively 0, 1 and 2 by default).

# 1ls -1 /proc/<master pid>/fd
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lr-x------ 1 root root 64 9 oct. 16:57 © -> /dev/null

lrwx------ 1 root root 64 9 oct. 16:57 1 -> 'socket:[16968]"
lrwx------ 1 root root 64 9 oct. 16:57 2 -> 'socket:[16968]"
[...]

# 1ls -1 /proc/<worker pid>/fd

Tp=x=--i--i- 1 root root 64 10 oct. 09:09 @ -> /dev/null
lrwx------ 1 root root 64 10 oct. ©9:09 1 -> 'socket:[16968]"
lrwx------ 1 root root 64 10 oct. ©9:09 2 -> 'socket:[16968]"
[...]

The evaluators checked the process capabilities for the master and worker.

amossys@web-server-1: ~ Q

amossys@web-server-1: ~ amossys@web-server-1: ~

ep Cap /proc/32644/status

pcap,cap lin
er, cap

cap_sy
admin,cap s

‘status

Figure 3 - Master and worker process capabilities

The master process is running with every capability and the worker with none.

REC. 3. [Developer] Reduce the master process’s capabilities

The master process is running with every single capability. Reducing them to the necessary
ones would reduce the potential risks in case of master process corruption by limiting its impact
on the system.

The evaluators also analyzed process isolation through chroot. On the default Debian
distribution package configuration, the chroot is set on /var/lib/haproxy, created with 644
permission and owned by root:root. Thus, everyone on the system can access this folder to
read its content. It should only be readable by root. The chroot is correctly applied on the
worker process.

# 1ls -1 /proc/<master pid>/root

lrwxrwxrwx root root /proc/<master pid>/root -> /

# 1ls -1 /proc/<worker pid>/root

lrwxrwxrwx root root /proc/<master pid>/root -> /var/lib/haproxy

An analysis of the network configuration of HAProxy process has been performed. The master
process is listening on the /run/haproxy-master.sock UNIX socket. The socket path is given in
configuration file. The worker process is listening on the /run/haproxy/admin.sock UNIX socket,
also defined in the configuration file. The process listens on all the TCP ports defined in the
configuration file (frontends). They are used by the frontends. The evaluators did not identify
any open port other than the expected ones.
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Both sockets have the expected rights. Only root (and also haproxy for the worker) can send
commands through them to the processes.

The master and worker processes communicate using UNIX streams (63234-63235 here).

Finally, the hardening of HAProxy binaries and process has been checked. The process
hardening, analyzed with checksec?, showed that the HAProxy executable is correctly hardened
and expected protections are setup during the compilation on the Debian package.

REC. 4. [User] Compile HAProxy using hardening options
In order to reduce the risks of memory exploitation, HAProxy should be compiled with hardening
options. This is the case for the binary from the Debian packages.

The hardening of the running process, also checked with checksec, is also robust. Expected
protections are enabled for the process. SECCOMP is not enabled, but this is not an issue as it
is a protection usually enabled for containers which is not the case here.

4.3 Expert judgment

HAProxy creates a service user/group with no privileges. This user cannot login on the system.
Some of its files can be read by everybody on the system which is not necessary. This includes
the main configuration as well as the log rotation and export policies and the service file. This
can be an issue especially since the authentication password for the stats page is defined in
cleartext in the configuration file.

The master and worker processes communicate through UNIX streams and are both listening
on a distinct UNIX socket. The sockets rights are well defined. Only root and the service user
can send commands. No suspicious or vulnerable access to files on the system has been
identified. The worker process listens on the TCP ports specified in the configuration file. No
other listening port has been identified.

The executable has been compiled with many mitigation methods. A good focus has been made
on this. While it does not prevent vulnerabilities, it makes it more difficult for an attacker to
successfully exploit a flaw in the application.

The attack surface is limited. The only identified ways to interact with the master and worker
processes are through the configuration file, the 2 UNIX sockets and the network packets
received from clients and servers.

4 https://github.com/slimm609/checksec
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| PUBLIC DIFFUSION |

5. PUBLIC VULNERABILITIES

Dependencies used by HAProxy are all up-to-date and still maintained. The auditors only
identified one CVE on the mjson library, used by HAProxy. It has been fixed in HAProxy 3.2.6.
The evaluators did not identify any wvulnerability on HAProxy itself in version 3.2. The
dependencies are correctly updated by the developer.

An applicable vulnerability (CVE-2025-11230, scored 7.5 in CVSSv3) in the mjson library makes
it possible to trigger a DoS when parsing numbers.
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The first part of the audit consisted on a static source code analysis.

6.1 Automated source code analysis

An automated source code analysis was performed by CodeSonar, raising 1866 alerts including
17 with a score greater than 70 and 640 with a score between 50 and 70. Due to this large
number of alerts, only those with a score greater than 70 and those with particular classes like
buffer overflow or use after free among others have been inspected. In order to filter more
efficiently, only alerts directly in relation with the process entry points (configuration, http
request/responses, sockets) have been inspected.

Of all the alerts analyzed (567 alerts, based on class names “Leak”, “Free Null Pointer”,
“Uninitialized Variable” and “Integer overflow of Allocation Size”), only one could lead to a bug.

One “Integer Overflow of Allocation Size” has been found on /src/ev_epoll.c.

static int init_epoll per_thread{
epoll events = calloc(l, sizeof(struct epoll event) * global.tune.maxpollevents) ;

[...]
}

There is an effective integer overflow here because the global.tune.maxpollevents variable is
controlable through the configuration file. This bug has not been exploited in the limited
duration of the analysis.

REC. 5. [Developer] Control the size of an allocation performing it
It is possible to do it in two times:

First calculate the size of the allocation.

And then check for a carry or check that the result is greater than the 2 initial parameters.

On the studied sample, in all other categories, only false positives have been raised by
CodeSonar.

6.2 Memory manipulation functions

An analysis of the memory manipulation functions has also been performed. This analysis
showed that HAProxy uses custom heap algorithms and functions written on top of libc ones in
order to increase performance and make some extra security checks. When the usage of these
customs algorithms is not relevant, the libc is used.

This mechanism seems to be nicely handled and no overflows or vulnerabilities have been found
on it during the audit.

Note that the list of pools is maintained in a global variable named pools, declared in pool.c
and this list of pools is inspectable using the following command line on the master socket:

# socat /run/haproxy-master.sock stdio

master> @1 show pools
Dumping pools usage (limited to the first 63 entries). Use SIGQUIT to flush them.

_PUBLIC-TAR-HAProxy-1.00 _ P. 14/26



- Pool promex_modu (24 bytes/8) : @ allocated (© bytes), © used (~0 by thread caches),
needed_avg 0, 0 failures, 1 users, @Ox5555569722c0O

[..]

- Pool h2_rx_bufs (4040 bytes/8) : 0 allocated (@ bytes), @ used (~@ by thread caches),
needed_avg 0, © failures, 1 users, @9x555556e3f980 [SHARED]

- Pool trash (16416 bytes/8) : 3 allocated (49248 bytes), 3 used (~2 by thread caches),
needed_avg 0, © failures, 1 users, @@x555556ce8d00

- Pool dns_msg buf (65544 bytes/8) : @ allocated (0 bytes), © used (~0 by thread
caches), needed_avg 0, @ failures, 1 users, @@x555556b60a40
Total: 63 pools, 400656 bytes allocated, 400656 used (~129008 by thread caches).

6.3 Socket analysis

A thorough analysis of the two UNIX sockets used to interact with the process has been
performed.

These two sockets are:

The stats socket,
The master socket.

Only root and haproxy users can send commands (write access) to the process using the stats
socket, and only root can send commands (write access) to the process through the master
socket. This helps protect the processes from unwanted interactions.

Both sockets can be configured to listen on a TCP port, although the documentation does not
recommend to do so as it increases the attack surface by exposing the socket on the network.

HAProxy uses an internal command parsing subsystem to handle commands sent to the
sockets. It uses internal C structures to define the authorized CLI commands and unique
sessions used to send them to the process.

Both worker and master socket CLI parses the commands to update internal structures. Each
command sent by a user is then checked against a list of valid commands. The evaluators did
not identify any vulnerability in the command parsing for these two sockets.

6.4 Configuration parsing

The configuration file used by HAProxy is specified with the -f option during its start. Dedicated
functions are used to read and parse each configuration file.

Memory management, which could be a risk in file parsing, is indeed handled correctly with
appropriate allocation errors handled or sizes controls, avoiding memory leaks or corruption.

CodeSonar identified several potential issues with parsing functions, but manual analysis showed
that they were false positives.

6.5 Network requests handling

As for the configuration parsing, all functions handling network requests are robust, partly by
the use of the internal memory pool mechanism, described in §6.2. No vulnerability were found
and no alerts were raised by Codesonar.
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6.6 Environment variables

The evaluators also analyzed the environment variables created and used by HAProxy and their
usage and did not identify any way for an attacker to exploit them.

6.7 Cryptographic mechanisms

A static analysis of the cryptographic mechanisms used in HAProxy has been performed.

6.7.1 Authentication

When client authentication is enabled, it has been showed that HAProxy can start even if its
server certificate is outdated, is dated in the future or use incorrect extensions.

REC. 6. [Developer] Server-certificate verification can be improved
Even for a server certificate, extensions must be checked and the validity dates should at least
be reported to indicate a potential issue.

However, HAProxy fails to start in the following cases:

PEM file containing only the tags BEGIN PRIVATE KEY and END PRIVATE KEY, with no content;
PEM file with a corrupted line (aaaa) in the private key;
PEM file with an incompatible private key (an ECDSA key for an RSA certificate).

The evaluators then enabled server authentication on the HAProxy server. The following
scenarios are not accepted by HAProxy, which is a good point.

Certificate not signed by a CA

Expired certificate

Certificate with an incorrect extension (only ExtendedKeyUsage = TLS Client
Authentication)

Note that a certificate with an invalid signature is also rejected by Nginx servers. These tests
could not be executed. Furthermore, under the available time, the evaluators have not been
able to establish a functional connection between HAProxy and the Nginx server with bad
certificates.

6.7.2 Certificates handling

HAProxy can also dynamically generate certificates for internal and temporary use. It allows
the creation or deletion of certificates on the fly, directly in memory, without needing a restart.

The evaluators examined the source code related to certificate generation and confirmed that
TLS certificate management on the server side relies on the SNI extension.

The source code related to key and certificate generation showed that the key generation is
perfectible.

NC. 1. The key to access the lookups is predictable.
The hash function is non-cryptographic, the seed is zero, and the input data is known.
Therefore, it is not random data.

No other issue has been identified on the generation part.
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It's also possible to delete certificates via some CLI commands on the master socket. This
function checks that the user has administrator rights, then that no transaction is already in
progress on the certificate to delete or that it is not in use. Finally, the certificate is removed.

Finally, HAProxy does not generate or manage TLS certificate storage itself. It is possible to
set a password on private keys by using crt-pass in the HAProxy configuration. Storage
responsibilities are attributed to the administrator.

REC. 7. [User] Ensure secure certificate storage

Certificates must be stored in secure locations with limited access rights (DAC rights). It is
essential never to store private keys in clear text, it is recommended to use the p12 file format
and robust algorithm encryption. The evaluators also recommend the use of certificate
management tools to automate monitoring and renewal.

When generating a p12 file, beware that OpenSSL’s default algorithm is not robust (it often
uses 3DES or RC2). It must therefore be replaced by specifying the -keypbe AES-256-CBC -
certpbe AES-256-CBC options.

6.7.3 Supported cryptographic suites in HAProxy

HAProxy does not directly manage cryptographic suites. Everything depends on the underlying
SSL/TLS library in use (OpenSSL, BoringSSL). Thus, if a suite is mentioned in the HAProxy
configuration, its actual availability depends on what the installed library supports. During our
audit, HAProxy uses OpenSSL 3.5.1, which complies with the relevant standards.

It is possible to filter used cryptographic suites in the configuration.

REC. 8. [User] Add SSL filters in the configuration to use only robust suites
It is recommended to add SSL filters in the configuration file with only robust cryptographic
suites.
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This section will present all the work and results done for this project regarding dynamic testing.

7.1 Fuzzing & Valgrind

A thorough fuzzing campaign has been performed on HAProxy, starting it as most as possible
through valgrind to identify potential memory leaks.

The team fuzzed the HTTP/1 network handling of HAProxy using a dedicated tool, each time
fuzzing different parts of the requests: HTTP verbs (get, post, etc.), JSON request body, HTTP
headers, etc. The fuzzing campaign ran for more than one day and no bugs happened, even
the result of valgrind is clean, showing a good memory handling.

Fuzzing was performed on HTTP/2 using http2fuzz written by cOnrad and available on github®.
After running for more than 4 days, it did not lead to any segmentation fault. No problem was
identified, the pools are also corrects with 0 failures on all connection related pools.

The configuration handling was also fuzzed, first by scrapping the configuration documentation
web page and recovering, for each parameter, the type of value that it should receive. The
fuzzing was made on global configuration parameters, testing each time if the configuration file
was accepted by HAProxy at startup, then if it could handle network request.

The results show that a bad value on two global parameters can lead to a segmentation fault:

tune.http.maxhdr -5265929982032968041
tune.http.maxhdr 175724253
tune.http.maxhdr 4242155464512557966
tune.http.maxhdr 1756990179734929693
tune.stick-counters 182104410
tune.http.maxhdr 14119091677023522073
tune.http.maxhdr 4294967295
tune.http.maxhdr 537651567
tune.http.maxhdr 9882809
tune.http.maxhdr -3751630468
tune.stick-counters 7760714882431231500
tune.stick-counters 8801148340859297526
tune.stick-counters 6876396123405060740
tune.stick-counters 393392103
tune.http.maxhdr 4268064668598159452
tune.http.maxhdr 27145028889255104
tune.http.maxhdr -1535725976
tune.http.maxhdr 14385973480484198975
tune.stick-counters 1497767309
tune.stick-counters 167011480
tune.stick-counters -2146405086492158117
tune.http.maxhdr 1186504923
tune.stick-counters 4077496988287330190

5 https://github.com/cOnrad/http2fuzz
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TF. 1. Segmentation fault triggered by configuration variables

Two parameters set in the configuration file can lead to a segmentation fault (tune.http.maxhdr
and tune.stick-counters). These segmentation faults have not been exploited and seem to be
unexploitable.

If these segmentation faults appear to be exploitable, this would result in a vulnerability. During
the time of the audit, it was not possible to try to exploit this segfault, as it was also easily
fixable by adding a few more checks on configuration file handling.

REC. 9. [Developer] Control each parameter from the configuration file

In order to prevent integer overflows that could lead to memory corruption (and maybe more),
a check on all parameters coming from the configuration file should be performed. Indeed,
configuration files are often copied and pasted from the web. Here the evaluators found
parameters that only lead to a segmentation fault but it cannot be ruled out that other
parameters lead to arbitrary code execution.

Also note that the configuration handling of HAProxy is also continuously fuzzed by the OSS-
Fuzz project from Google.

Finally, another fuzzing campaign was performed on the internal sockets. The goal was to send
correct commands with a random number of random arguments to identify potential issues in
payload handling. The fuzzing lasted 25 days and did not identify any issue.

7.2 ACL filtering

HAProxy’s ACL can filter based on source IP address, destination path, destination port or by
regex pattern. It can take its source from a string in the configuration file (acl name src
192.168.0.1) or from an external configuration file (acl name src -f file.txt), and perform
binary operation on ACL results.

acl acll src 192.138.0.1

acl acl2 path_beg /login
http-request deny if acll acl2;
http-request deny if acll || acl2;
http-request deny if lacll.

Each ACL should be written depending on the underlying platform so it was not possible to fuzz
them like a binary fuzzing or http fuzzing. However, a list of things has been tested:

the effectivity of path filter

the effectivity of the IP filter

the capacity to perform reliable binary operation

the capacity to handle regex patterns

parsing/reliable usage of parameter furnished by files with -f

Tests for the path filter have revealed what the evaluators first identified as a vulnerability.

The path filter can be bypassed since it is based only on strings and does not try to resolve the
real targeted path. Meaning that even if a page (e.g. /login) is protected, it is still accessible
by encoding characters in the request (e.g. /1og%69n).
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frontend fe_main
bind *:88
mode http
option http-buffer-request
option httpclose
default_backend be_webserver

use_backend be_webserver

acl blocked src 192.168.129.1@2
acl login_path path_beg /login
http-request deny if blocked login_path

Figure 4 - ACL supposed to filter the access to /login from 192.168.129.102 IP

amossys@web-server-2: ~

192.168.

t-Type: application/json - ["userna ST s o

s token":"70434cPe-aff6-45b5-9570-feg8ff62ef2b",

Figure 5 - Bypassing of the ACL through an encoded request

Exchanges with the developer revealed that they have been aware of this for a long time. The
reason this has not been fixed is for compatibility issues with customers and web servers.

Web servers can support multiple types of URL aliasing. For instance, %69 can be interpreted as
an ‘i’ character. On Windows servers, URL path are not case sensitive, although Unix servers
are. Backslash can be interpreted as directory separator on certain OS, and as a single character
on others.

HAProxy developers chose to consider URL “as-is”, and apply filtering on them, leaving the
antialiasing of URL path to the Web server.

To counter this behavior, the documentation explains that the deny keyword should not be used
as such. Instead, the best practice is to “deny all”, and then allow some specific path.

For the regex part, everything seems to be ok, some patterns that are known to explode in
time are correctly handled and don’t explode like ~(a+)b+$ with “aaaaaab” and the result of
the regexp evaluation is also correct.

In the evaluation of binary expression, no vulnerabilities have been identified but a limitation
that could be problematic is that rules can’t contain parenthesis.

With the tests made, the evaluators identified a pattern for ACL evaluation (where A, B, C..are
ACL's and o_n are the different operators in between them.
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So this makes writing complex ACL tricky and can lead to unwanted behavior.

For the input file, a configuration file containing 167,772,160 IP addresses has been created
(the whole range of 190.0.0.0 to 199.0.0.0) and loaded on HAProxy. On our setup, HAProxy
tries to load the whole file, but crashed, based on a lack of memory. Tests performed on a host
with more memory showed that the process is able to load the entire file (using up to 35GB of
RAM).

7.3 Authentication

The stats page can be protected using authentication. To do so, a password can be provided in
the configuration file with the auth keyword.

[...]

frontend stats
[...]
stats enable
stats uri /stats
stats refresh 10s
stats realm HAProxy\ Statistics
stats auth username:password

[...]

HAProxy uses Basic HTTP Authentication. The username and password are sent in cleartext in
the HTTP request (they are base64 encoded). Once authenticated, a request is made at a
frequency defined by the refresh keyword in the configuration file. Each request carries both
the username and password in cleartext in the Authorization HTTP header. This authentication
method is fairly old and not secure, thus relying on HTTPS encryption.

Authorization: Basic base64(username:password)

REC. 10. [User] Protect the stats page with a robust password
The stat page can be protected using Basic HTTP Authentication. It is recommended to use a
strong and robust password to mitigate as much as possible this poor authentication method.

Note that, other than HAProxy's version, the stats page does not display any sensitive
information

The audits also showed that no bruteforce protection is in place to prevent an attacker from
accessing this page.

REC. 11. [User] Protect the stats page from bruteforce attacks

There is no bruteforce protection by default on the stats page. An attacker on the network can
send hundreds of requests without being blocked or timed out. The simple authentication
method used (Basic HTTP Authentication) makes it easier to find credentials since they are sent
in cleartext in the HTTP request. It is recommended to protect the page in the configuration file
against an important amount of requests.
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The stat page is very limited and does not allow user interactions. As such, no CSRF vulnerability
has been identified.

The evaluators also used BurpSuite to identify a potential way to enumerate existing accounts.
No difference was observed between valid and incorrect request (time, response size, response
content). The evaluators did not identify any way to enumerate accounts on the stats page.

7.4 Configuration reloading

Finally, the configuration reload process has been analyzed. It begins when an operator issues
a reload command through the CLI. The function correctly checks that the user has sufficient
permissions and whether a previous reload is still in progress, by examining all processes in
proc_list for the PROC_0O INIT flag. If another reload is currently initializing, the function aborts
and returns an error. Only an authenticated CLI user with operator privileges can trigger this
action, anonymous network users cannot.

This mechanism is considered safe by the evaluators as long as the management socket is
secured. Triggering a reload requires administrative CLI access, thus an external HTTP request
hitting frontends cannot cause reload. The only realistic exploitation vector would be mis-
configuration by the administrator: for example, exposing the admin socket over TCP without
IP restriction or without authentication. If the admin socket is only available over a UNIX domain
socket with correct permissions the evaluators did not identify any way to abuse the reload
mechanism.
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8.1 Results summary

8.1.1 Summary of non-compliances

The following table summarizes the non-compliances uncovered during the evaluation. As a
reminder, these are non-compliances with the security target or the cryptographic
specifications. This does not question the TOE’s security.

Non compliance
NC. 1

Table 4 - Summary of non-compliances

Description
The key to access the lookups is predictable

8.1.2 Summary of technical facts

The following table summarizes the technical facts uncovered during the evaluation. As a
reminder, they are bad practices, minor flaws or lack of defense in depth.

Vulnerability

Table 5 - Summary of technical facts

Description

TF. 1

Segmentation fault triggered by configuration variables

8.1.3 Summary of vulnerabilities

The following table summarizes the vulnerabilities uncovered during the evaluation. As a
reminder, they are flaws that lead to an attack scenario and a scoring.

Vulnerability

Table 6- Summary of vulnerabilities

Description

VUL. 1

Possible DoS when parsing numbers

8.1.4 Summary of recommendations

The following table summarizes the recommendations made during the evaluation.

Recommendation

Table 7 - Summary of recommendations

Description |

REC. 1 [Developer] Do not report the version by default on the stats page
REC. 2 [Developer] Remove unnecessary rights
REC. 3 [Developer] Reduce the master process’s capabilities
REC. 4 [User] Compile HAProxy using hardening options
REC. 5 [Developer] Control the size of an allocation before executing it
REC. 6 [Developer] Server-certificate verification can be improved
REC. 7 [User] Ensure secure certificate storage

[User] Add SSL filters in the configuration to use only robust
REC. 8 .

suites
REC. 9 [Developer] Control each parameter from the configuration file
REC. 10 [User] Protect the stats page with a robust password
REC. 11 [User] Protect the stats page from bruteforce attacks
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8.2 Expert judgment

The product is very mature and goes a long way to protect its memory by reimplementing some
of the libc functions. It uses its own structures to handle these operations. From a security
standpoint, most of its features are robust.

The installation is straightforward, well documented in the official documentation or many other
web pages. The evaluators did not identify any issue during this part of the evaluation.

HAProxy creates a service user/group with no privileges. This user cannot login on the system.
Some of its files can be read by everybody on the system, which is not necessary. The processes
only listen on ports specified in the configuration file. The executable has been compiled with
many mitigation methods. While it does not prevent vulnerabilities, it makes it more difficult
for an attacker to successfully exploit a potential flaw in the application. The attack surface is
therefore limited. The only identified ways to interact with the master and worker processes
are through the configuration file, the 2 UNIX sockets and the network packets received from
clients and servers.

Dependencies used by HAProxy are all up-to-date and still maintained. The evaluators only
identified one applicable CVE on the mjson library. It has been fixed in HAProxy 3.2.6. The
evaluators did not identify any vulnerability on HAProxy itself in version 3.2. The dependencies
are correctly updated by the developer.

The static analysis did not reveal any issue in the memory manipulation functions implemented
by the developer. The parsing functions for the sockets and the configuration file are correctly
implemented as well as network requests handling. The sockets are secured and the evaluators
did not identify any way for a worker process to corrupt the master process.

On the cryptographic side, the server-certificate verification can be improved. A key used to
access internal resources is predictable since it uses non-cryptographic functions with a non-
random seed. However, it is not a vulnerability since it cannot be exploited. For generation, the
evaluators recommend using an automated monitoring and renewal tool.

The dynamic analysis revealed flaws in some configuration parameters handling due to a lack
of control. This leads to integer overflows that can lead to memory corruptions. These
segmentation fault have not been exploited and do not seem to be exploitable. A way to bypass
path ACL has been found. However, this is known by the developer and has not been fixed for
compatibility issues with different web servers. Recommendations in the documentation can
help users to avoid protecting resources this way. The authentication on the stats page lacks
did not reveal any issue besides the basic authentication method used. This page does not hold
sensitive information.

In view of the work carried out, the ITSEF delivers the following opinion:

Based on the limited-time audit performed, and its results, HAProxy version 3.2.5 is
deemed reliable for production. The ITSEF recommends to follow the list of
recommendations given in this report to mitigate potential security risks.
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